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TITLE Information Governance

EXECUTIVE SUMMARY The security of data and information is fundamental to the
delivery of healthcare and is a major challenge for NHS
organisations given the increasing need to maximise the
availability and sharing of information across care settings.

Two documents are attached:
1. Guidance for NHS Boards: Information Governance
2. Information Governance Framework

The Guidance for NHS Board sets out 5 areas of
responsibility.

The Information Governance Framework outlines how the
Trust proposes to discharge its responsibilities in this
important area and complies with English Law, NHS
guidelines and good practice set out in the ISO/IEC
17799:2005 and 27001:2005 standards.

In accordance with the Trust’s Policy Framework the
document has been approved by IGAC. To achieve
compliance with the Information governance toolkit, the
Board is asked to ratify the Framework.

BOARD ASSURANCE
(RISK)/
IMPLICATIONS

Failure to maintain the highest standards of information
governance could lead to poor patient care and non
compliance with NHS standards and legislation

STAKEHOLDER/
PATIENT IMPACT AND
VIEWS

None known

EQUALITY AND
DIVERSITY ISSUES

The Information Governance Framework has been designed
to ensure that there is no adverse impact on any group.

LEGAL ISSUES The Framework outlines the main pieces of legislation
underpinning information governance. These include (but are
not restricted to) The Data Protection Act and Freedom of
Information. The Information Commissioner is able to levy
significant fines for organisations that do not comply.

The Trust Board is asked
to:

Ratify the Information Governance Framework

Submitted by: Donna M Jarrett, Associate Director of Health Informatics
for
John Headley, Director of Finance & Information and Senior
Information Risk Owner (SIRO)

Date: 20th January 2012
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INFORMATION GOVERNANCE FRAMEWORK

Amendments
Date Page(s) Comments Approved by

Oct
2011

Dec
2011

ALL This document outlines how the Trust
will discharge its Information
Governance obligations

Various Comments by IGAC

Compiled by: Donna-Marie Jarrett, AD Health Informatics
Aasiya Moreea, Head of Information Services

In Consultation with: Information Governance Steering Group
Ratified by: Integrated Governance Assurance Committee
Date Ratified:
Date Issued:
Review Date: June 2012
Target Audience: All Staff
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1 INTRODUCTION

1.1. The security of data and information is fundamental to the delivery of healthcare and is a
major challenge for NHS organisations given the increasing need to maximise the
availability and sharing of information across care settings and with other health and
local authority organisations.

1.2. Information is a vital asset for the Trust, supporting both day to day clinical operations
and the effective management of services and resources. Therefore it is essential that
all Trust information is managed effectively within a robust governance framework.

1.3. This document defines the Information Governance (IG) Framework to ensure that the
Trust addresses the requirements of IG and complies with the UK legal framework, NHS
guidelines and good practice set out in the ISO/IEC 17799:2005 and 27001:2005
standards.

1.4. This IG Framework brings together the essential components of systems and process
management, records management, data quality, data protection and the essential
controls to protect patient and confidential information.

1.5. This document is intended for Trust staff to guide them on their day to day work.

2. PURPOSE

2.1. The purpose of this Information Governance Framework is to ensure:

Confidentiality: Data access is confined to those with specified authority to view
the data

Integrity: All system assets are operating correctly according to specification
and in the way the current user believes them to be operating

Availability: Information is delivered to the right person, when it is needed

2.2. Information is a vital asset for the Trust, supporting both day to day clinical operations
and the effective management of services and resources. Therefore it is essential that
all Trust information is managed effectively within a robust governance framework.

2.3. The Trust requires accurate, timely and relevant information to enable it to deliver the
highest quality health care and to operate effectively as an organisation. It is the
responsibility of all staff to ensure that information is accurate and up to date and that it
is used proactively in its business. Having accurate relevant information available at the
time and place where it is needed is critical in all areas of the Trust’s business and plays
a key part in corporate and clinical governance, strategic risk, service planning and
performance management.
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2.4. Implementation of robust Information Governance arrangements will deliver
improvements in information handling by following the Department of Health standards
(called the “ HORUS model”), which requires information to be:

 Held securely and confidentially
 Obtained fairly and efficiently
 Recorded accurately and reliably
 Used effectively and ethically
 Shared appropriately and lawfully

3. SCOPE

3.1. Information Governance covers all information held by the Trust (including clinical,
personnel records, financial, estates, corporate, minutes) and all “information systems”
used to hold that information. These systems may be paper based, electronic or a
combination of the two. The information concerned may be “owned” or required for use
by the Trust and hence may be internal or external.

3.2. The governance requirements are intended to ensure that there is a robust framework
concerning the obtaining, recording, holding, using, sharing and destruction of all data
and records held or used by the Trust and ensuring that relevant information is available
where and when it is needed.

3.3. This framework covers all aspects of information in the Trust including (but not limited to)
Patient, Client and Service Information. It also covers all aspects of information handling
including (but not limited to) paper and electronic systems and information sharing and
transmission including (but not limited to) electronic, email, fax, post and telephone.

3.4. The risks and issues that may impact on delivery of this strategy will be identified and
included within the Information Services risk register. Risks will be managed in
accordance to the Trust risk management matrix and escalation process.

4. COMMITMENT TO ROBUST INFORMATION GOVERNANCE

4.1. The Trust is committed to:

 Openness: Non-confidential information on the Trust and its services should be
available to the public through a variety of media

 Legal compliance: The Trust regards all identifiable personal information relating to
staff and patients as confidential

 Information security: The Trust will establish and maintain policies for the effective
and secure management of its information assets and resources

 Quality assurance: The Trust will establish and maintain policies and procedures
for information quality assurance and the effective management of records

 Proactive use of information: The Trust will promote an information culture and
facilitate informed decision making.
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4.2. Through the implementation of this framework, the Trust will:

 Establish an environment that facilitates the secure sharing, protection,
preservation and availability of person identifiable and corporate information.

 Deliver a set of rules, measures and procedures that determine the physical,
procedural and logical security controls imposed on the management, distribution
and protection of assets.

5. GOVERNANCE ARRANGEMENTS

5.1. The governance of IG through to Trust Board is shown below:

5.2. The Information Governance Steering Group (IGSG) is responsible for all aspects of
Information Governance

5.3. The IGSG Terms of Reference outlining its key responsibilities is attached as Appendix
1 and is subject to annual review.

5.4. The Information Governance Steering Group reports through the Safety & Risk
Committee to the Integrated Governance Assurance Committee (IGAC) and ultimately to
Trust Board.

5.5. The IGSG will review this framework annually or in response to any significant changes
to mandatory requirements, national guidance or as a result of significant information
governance breaches or incidents in order to ensure that all types of information
continue to be managed effectively.
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5.6. Information Governance clauses will be included in all employee contracts and including
third parties and contractors providing services on behalf of the Trust.

6. ACCOUNTABILITY

6.1. It is essential that appropriate management structures, policies, leadership,
organisational processes and people are in place to deliver successful information
governance. The Trust has identified roles and responsibilities as follows:

Role Responsibility

Accounting Officer – Chief
Executive

Has overall responsibility for information governance

Caldicott Guardian –
Medical Director

Responsible for data protection in relation to patient information and is an
advisor to the Board.

Senior Information Risk
Owner (SIRO) -

Director of Finance +
Information

Board level Executive who acts as an advocate for information risk
management and provides written advice to the accounting officer on the
content of the Statement on Internal Control.

IG Lead -

Associate Director of Health
Informatics

Senior Manager responsible for ensuring effective management,
accountability, compliance and assurance for all aspects of IG.

Information Governance
Manager

Responsible for:

 Develop IG policies, procedures and implementation plans to ensure
implementation and compliance across the Trust

 Co-ordinating evidence for the Information Governance Toolkit and IG
audits

 Day to day advice on Data Protection issues and incidents

 Day to day management of Freedom of Information Requests

 Participation in investigations as required

 Undertake audits to facilitate compliance with IG requirements

 Participate in external IG audits

Information Asset Owners
(IAO) –

Senior individuals involved
in running the relevant
business

Understand and address risks to the information assets they ‘own’.

Provide assurance to the SIRO on the security and use of these assets.
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Role Responsibility

Information Asset
Administrators (IAA) -
Operational staff
responsible for one or more
information assets

Ensure that policies and procedures are followed

Recognise potential or actual security incidents

Ensure information asset registers are accurate and up to date

Senior Managers
Communicate compliance with Trust Policy

Line Managers Ensure Staff are adequately trained & apply appropriate guidelines.

All Staff Are responsible for all records/ data/ information they create and ensuring
they follow the Trust’s policies and procedures.

Staff will be required to comply with the IG clauses in their contract of
employment

3
rd

parties terms and
conditions of contract

3
rd

parties will be required to sign the Trust’s Information Clause to provide
assurance and commitment to complying with IG best practice

7. COMPLIANCE WITH THIS IG FRAMEWORK

7.1. Compliance with this IG Framework is compulsory.

7.2. All Staff, Agency personnel, Contractors and Volunteers are responsible for their
own actions. Everyone has a duty to ensure that they practice appropriate and
proper use of data, information, IT resources and must understand their
responsibilities in this regard.

7.3. Without exception, the use of data, information and IT resources assumes and
implies compliance with this IG Framework and those NHS guidelines, English
Law and good practice.

7.4. It is essential that the Trust complies with FOI and Data Protection requirements
as failure to do so may result in a £500k fine being levied.

7.5. Staff should note that failure to comply with the requirements of this framework
may result in disciplinary action being taken.

7.6. To assist staff, agency, contractors and volunteers in complying with this IG
Framework, a table of Do’s and Don’ts is attached as Appendix 2.

8. INCIDENT MANAGEMENT
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8.1. IG Incidents will be managed through the Trust’s Incident Management Policy.

9. TRAINING & GUIDANCE

9.1. Clear Policies, guidance and training documents will be provided to all Trust
staff. All Policies will be available via the Trust intranet.

9.2. Information Governance training is part of the corporate and mandatory training
in the Trust and will be kept updated in line with national guidance.

9.3. IG Training will be delivered via the following methods:

 Induction Training upon joining the Trust
 IG eLearning tool provided by Connecting for Health
 Oracle Learning Module
 Face to face training provided in the Trust’s Minerva Centre

10. KEY POLICIES AND GUIDANCE

10.1. This Strategy should be read in conjunction with the following Law, policies and
guidance:

English Law

 Data Protection Act 1998
 Freedom of Information Act 2000
 Human Rights Act 1998
 Environmental Information Regulations 2005
 Access to Health Records Act 1990 (where not superseded by the Data

Protection Act)
 Common Law Duty of Confidentiality
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Policies

 Information Governance Policy
 Data Quality Strategy
 Data Quality Policy
 Health Records Management Policy
 Records Management Policy
 Corporate Records Management Policy
 Clinical Coding Policy
 Information Sharing Policy
 Freedom of Information (FOI) Policy
 Freedom of Information (FOI) Procedure
 Incident Management Policy
 Information Security Policy
 Internet Usage & Security Policy
 Email Policy
 Fax Policy
 Organisation Security Policy
 Information Lifecycle Management Policy
 Corporate Governance Policy

Guidance

 Information Governance Steering Group Terms of Reference
 Code of Conduct (for person identifiable information)
 The NHS Confidentiality Code of Conduct
 The Caldicott Report 1997
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Appendix 1: IGSG Terms of Reference

Information Governance Steering Group
Terms of Reference

Constitution

The Safety and Risk Committee hereby resolves to establish a sub-committee to be known as the
Information Governance Steering Group (IGSG).

Authority

The Information Governance Steering Group is required by the Safety and Risk Committee to
oversee all aspects of Information Governance for the Trust.

Membership

Post Role
Director of Finance and Information SIRO
Medical Director Caldicott Guardian
Associate Director of Health Informatics IG Lead (Chair)
Information Governance Manager Information Governance Manager
General Manager – Paediatrics and Women’s Health Information Asset Owner
General Manager – Trauma and Orthopaedics Information Asset Owner
General Manager – Ambulatory Care Information Asset Owner
General Manager – Anaesthetics, Critical Care and Theatres Information Asset Owner
General Manager – Emergency Services and Acute Medicine Information Asset Owner
General Manager – Surgery Information Asset Owner
General Manager – Diagnostics and Therapeutics Information Asset Owner
Head of Information Services Information Asset Owner
Head of Information Technology Information Asset Owner
Head of IT Programme Management Information Asset Owner
Health Records Manager Information Asset Owner
Deputy Director of Workforce and OD Information Asset Owner
Head of Corporate Affairs Information Asset Owner
Data Quality Manager Information Asset Owner
Clinical Coding Manager Information Asset Owner
Head of Quality Risk and Incident Management
Deputy Chief Nurse Corporate Nursing
Clinical Lead for Health Informatics Risk and Incident Management
Patient Representative Stakeholder

Additional members will be co-opted as required

Attendance

Attendance at meetings is essential. In exceptional circumstances when a member cannot attend
they must arrange for a fully briefed deputy of sufficient seniority to attend on their behalf.
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Members will be required to attend as a minimum, 50% of the meetings per calendar year.

Quorum

No business shall be transacted at a meeting unless 2 x Clinical Services Managers members and 3
x Health Informatics members are present.

Frequency and Conduct

The steering group will meet monthly. Additional meetings may be called in line with the Trusts
Information Governance Assessment in order to sign off all scoring prior to submission of
assessment scores.

Items for the agenda should be submitted to the Information Governance Manager a minimum of
one week prior to the meeting.

Membership and terms of reference will only be changed with the approval of the Steering Group
and will be reviewed and agreed annually.

Duties

To provide assistance to the Senior Information Risk Owner and the Caldicott Guardian in the
performance of their duties, including:

 The development and implementation of strategy, policies, procedures and action plans
involving information governance.

 The assessment and control of risk.
 The monitoring of action plan progression in relation to the annual information governance

assessment.
 The prioritisation and allocation of resources within Health Informatics.
 Facilitate the discussion that agrees priorities and resources to achieve compliance.

Key Responsibilities

The responsibilities of the Group are as follows:

 To assure compliance with the 19 policy statements detailed in the standards Framework
Specification of ISB1512 (2010 11 10).

 To assure compliance and obtainment of a satisfactory result in the Annual Information
Governance Assessment (ISB 0086)

 To ensure that the Trust has effective policies and management arrangements covering all
aspects of Information Governance in line with the Trust’s overarching Information
Governance Policy, i.e. openness, legal compliance, information security, information quality
assurance.

 To ensure policies are compliant with all CQC and NHSLA requirements around
Confidentiality, Data Protection and Records Management; Monitoring of the following
standards will be carried out by the Health Records Committee:

o NHSLA Standard 1 – Criterion 8 : Health Records Management
o NHSLA Standard 4 – Criterion 4 : Health Record Keeping Standards
o CQC Requirement 21a : Records

 To ensure that the Trust undertakes or commissions external assurance annual assessments
and audits of its Information Governance policies and arrangements.
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 To seek external assurance on the quality and validity of the IG Toolkit submission.

 To establish an annual Information Governance Improvement Plan, identify resource
implications and monitor the implementation of that plan.

 To receive and consider whether further action is required regarding incident reports and
complaints into breaches of confidentiality and security.

 To ensure a register of all major Information Assets is established and maintained with
responsibility or ‘ownership’ for each asset assigned to an Information Asset Owner. Lesser
information assets should be managed through local policy and procedure.

 To receive and review quarterly reports on Information Assets and associated Risks from
Information Asset Owners. Information risks identified are to be managed through its
network of local ‘owners’ of information assets where applicable. Information risk
management is to be recognised within the risk management process established in the
Trust.
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 Responsibility of members to ensure that information is cascaded to relevant areas and staff
in an appropriate and timely fashion.

 To report to the Safety and Risk Committee on Information Governance issues.

 To liaise with and report to other Trust committees, working groups and programme boards
in order to promote Information Governance issues.

 To support the Caldicott Guardian and the SIRO in improving and monitoring performance in
respect of handling confidential patient information.

 To review Information Governance related policies, procedures, protocols and guidelines and
ensure these are relevant. New policies or those which require major changes are to be
ratified by the Safety and Risk Committee.

Reporting Lines

This IGSG reports directly to the Safety and Risk Committee and when appropriate, to the
Integrated Governance Group and the Trust Executive Committee. IG incident will be reported
directly to IGAC.

Information Governance working groups are established in line with the 6 initiatives in the Toolkit.
These 6 working groups will report on progress and the final scores to the steering group for
agreement and sign off prior to submission of baseline, update and final assessments.

The Chair of the Steering Group (the IG Lead) shall draw to the attention of the Steering Group
any issues that require disclosure to the Steering Group, or require action; the speed of
communication should be proportionate to the seriousness and likely impact of the issue.

Monitoring

The IGSG will provide an annual report to the Safety and Risk Committee.

Recommended by:

Integrated Governance Assurance Committee – December 2011

Approved by:

Trust Board - Date:

Annual Review Date: June 2012



Volume 11
Information

& Technology

First Ratified Reviewed Issue 1 Page 14 of 14

Do’s and Don’ts of Information Governance Appendix 2
The Do’s The Don’ts

Without exception, all Staff, Agency personnel, Contractors and Volunteers must:

 Comply with this Information Governance Framework.

 Familiarise themselves and comply with English law, NHS guidance, local
Service Level Agreements and best practice.

 Complete and submit either the online New User Forms or the paper version,
ensuring that the Line Manager has authorised prior to submitting it to the IT
Service Desk for processing.

 Complete and submit the Leavers documentation ensuring that the Line
Manager has signed it and submitted a copy to the IT Service Desk for
processing.

 Without exception, encrypt person identifiable information prior to the
transmission and/or transporting of data (ie eMailing or using USB keys).

 Without exception, use USB keys that have been allocated by IT only. Failure to
do so may result in disciplinary action being taken, including dismissal.

 Understand that evasion or attempted evasion of security measures may result
in disciplinary action being taken, including dismissal.

 Take responsibility for the equipment that has been allocated to them, to use it
only for the purposes of fulfilling their job role and not to cause deliberate
damage.

 Take responsibility for the return of all equipment that has been allocated when
leaving the employment of the Trust.

 Understand that the use of data, information and IT resources are monitored
for reasons of system maintenance and to ensure that English Law and NHS
Guidance, Service Level Agreements and best practice are not being breached.

Staff, Agency personnel, Contractors and Volunteers must not:

 Undertake any activity that brings the Trust or its partners, into disrepute.

 Disclose your own password to anyone or use another’s password to trespass in
folders and files.

 Undertake the unauthorised transmission to a third party of confidential
material concerning the activities of any client PCT, member of staff or patient.

 Corrupt or destroy other users’ data or disrupt the work of other users.

 Deliberately grant unauthorised access to any IT Service or System accessible
via the Trust Wide Area Network or N3 (NHS extranet).

 Deliberately grant unauthorised provision of access by third parties to the Trust
Wide Area Network and IT systems and services.

 Unreasonably waste staff effort or networked resources, or deliberately cause
IT services to become unavailable.

 Transmit material such that this infringes the copyright and intellectual
property rights of another person or organisation.

 Undertake activities of a commercial or profit-making nature, or for any other
form of personal financial gain.

 Undertake activities that conflict with staff obligations to their employing
organisation.

 Create or transmit material that is:

o Illegal or in breach of Trust procedures
o Commercial or advertising material, chain letters, press releases or other

junk-type documents of any kind
o Designed or likely to cause annoyance, inconvenience or anxiety
o Abusive or threatening to others, serves to harass or bully others,

discriminates or encourages discrimination on racial or ethnic grounds, or
on grounds of gender, sexual orientation, marital status, disability, political
or religious beliefs

o Defamatory or material that includes claims of a deceptive nature
o Designed to violate the privacy of others or unfairly criticise, misrepresent

others; this includes sending the material to an eMail distribution list
o Anonymous or deliberately forging messages, (ie without clear

identification of the sender) or for “flaming”
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Guidance for NHS Boards: Information Governance 

Information governance aims to support the delivery of high quality care by promoting the 
effective and appropriate use of information. The Information Governance framework for 
Health and Social Care is formed by those elements of law and policy from which applicable 
information governance standards are derived, and the activities and roles which individually 
and collectively ensure that these standards are clearly defined and met.  Whilst a key focus 
of information governance is the use of information about service users, it applies to 
information and information processing in its broadest sense and underpins both clinical and 
corporate governance. 
 
Since 2008, concerns about public sector data protection have resulted in the Cabinet Office 
mandating a range of standards for managing information risk, an important element of 
information governance. These standards are reflected within the NHS Information 
Governance Toolkit. The NHS Chief Executive, in his communications to NHS Chief 
Executives, has made it clear that the ultimate responsibility for information governance in 
the NHS rests with the Board of each organisation. Boards should note that: 
 

 Information governance should be explicitly referenced within each organisation’s 
statement of internal controls.  

 An effectively supported Board level Senior Information Risk Owner (SIRO) is required in 
each organisation and should update the Board regularly on information risk issues. 

 Appropriate annual information governance training1 is mandatory for all users of 
personal data and for all those in key roles. 

 An annual information governance assessment2 must be undertaken with performance 
assessments published for review by the regulatory bodies3.  

 Details of serious untoward incidents involving actual or potential loss of personal data or 
breach of confidentiality must be published in annual reports and reported in line with 
Department of Health guidelines, including to the Information Commissioner. 

 
NHS Board members need to ask themselves: 
 

1. “What have we done, as an organisation, to ensure we have implemented 
adequate policies and procedures and are addressing the responsibilities 
and key actions required to support effective Information Governance?” 

  
2. “What were the outcomes of our most recent annual Information 

Governance assessment, and what measures (if any) have been put in 
place to address any identified deficiencies?” 

 
3. “What plans do we have in place to ensure our organisation remains 

compliant with national standards for Information Governance? 
 

4. “Do we as an organisation have the capacity and capability to guarantee our 
plans for Information Governance can be implemented?”  

 

5. “Do our information governance arrangements adequately encompass all 
teams and work areas that we are legally accountable for?” 

                                                 
1
  This may be provided through the Information Governance Training Tool (IGTT) 

2
  This must be provided via the Information Governance Toolkit (IG Toolkit), 

3
  e.g. the Care Quality Commission, Commissioners,  Audit Commission, Monitor and the National 

Information Governance Board 

http://www.igte-learning.connectingforhealth.nhs.uk/igte/index.cfm
https://www.igt.connectingforhealth.nhs.uk/

