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Executive summary The Information Governance Toolkit is a mandatory annual requirement for all
NHS organisations. Following internal review and external audit of the Trust’s
evidence, the provisional self-assessment for 2015-16 is graded as ‘Not
Satisfactory’, due to the Trust being unable to achieve 95% compliance with IG
training. The toolkit will be submitted following Board approval.

Recommendation: Approve the submission of the Trust’s Information Governance Toolkit return
for 2015-16, and acceptance of the Information Governance Assurance
Statement, as detailed within this report.

Specific issues checklist:

Quality and safety issues None

Patient impact issues? None

Employee issues? None
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Other stakeholder
issues?

No direct impact. Patient representative views have been sought through
the Information Governance Steering Group.

Equality & diversity
issues?

None

Finance issues? None

Legal issues? None

Risk issues? Link to
relevant BAF item
number if so

Failure to meet the standards described in the toolkit may result in legal
breaches and non-compliance with NHS regulations. Additionally, failure to
meet a ‘Satisfactory’ grading against the toolkit itself may jeopardise the
Trust’s access to national NHS services provided by the Health & Social
Care Information Centre, and the Trust’s ability to share information with
other healthcare organisations.
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TRUST BOARD
31 Mar 16

Information Governance Toolkit V13

Background

Self-assessment using the Information Governance Toolkit (“IGT”) is an annual requirement
for all organisations processing NHS patient data, mandated by the Department of Health.
The IGT represents evidence-based assurance of compliance with the legal and regulatory
requirements on NHS bodies in regard of information security and risk management,
confidentiality and data protection, and records management and information quality.

For acute trusts, the 2015-16 version of the IGT (known as V13) consists of 45 requirements,
shown in Appendix 1, each of which are divided into three levels of compliance. A minimum
of Level 2 is required on each element in order to attain an overall ‘Satisfactory’ grading. A
percentage score is also calculated against the highest possible score of Level 3 for each
element, but it does not contribute to the grading of ‘Satisfactory’ or ‘Not Satisfactory’.

Self-Assessment

The Trust’s submission is nearing completion, with one significant risk identified which will
prevent the Trust from being able to achieve a ‘Satisfactory’ score. The expected declaration
is shown below in red, with previous years’ results for comparison:

Assessment Stage
Level

0
Level

1
Level

2
Level

3
Score Grade

V13 (2015/16) Target 0 1 21 23 82%
Not

Satisfactory

V12 (2014/15) Published 0 0 19 26 85% Satisfactory

V11 (2013/14) Published 0 0 40 5 70% Satisfactory

V10 (2012/13) Published 0 0 38 7 71% Satisfactory

V9 (2011/12) Published 0 3 35 7 69%
Not

Satisfactory

V8 (2010/11) Published 0 1 37 7 71%
Not

Satisfactory

Assuming that the remaining requirements are completed as planned –
 The Trust will declare 1 requirement at a level 1 as it is unable to achieve 95%

compliance with IG training. Based on discussions with other Trusts, few believe that they
will be able to achieve 95% compliance with IG training. This is due to a change within
the IG Toolkit which now stipulates the ‘95%’ compliance figure, whereas before, it was
mentioned only in the guidance.

 The Trust will declare 23 requirements at the maximum Level 3.
 The 2013 Information Governance Policy included a strategic goal of achieving Level 3

on at least half of the IGT requirements by March 2017. This target was met last year and
will be met again this year, 2 years earlier than expected.



2

 Overall achievement will be rated at 82%. Based on declarations from other acute trusts
in 2014/15 the average score last year was 77% nationally. This is likely to be within the
top 35% of acute trusts nationally.1

This slight downgrade in performance reflects the significant changes made to version 13 of
the IG Toolkit. To summarise, these are the IG training figures mentioned above and
significant changes made in order achieve level 3 on 2 x requirements

The approach to the IGT this year has continued to emphasise named ownership of
individual requirements by the Trust staff who have day-to-day responsibility for the
processes tested in the toolkit. This provides assurance that the IGT declaration reflects
actual practice in the Trust, which itself has been improved by those individual Trust leads,
rather than evidence being generated purely for toolkit purposes by a central team.

Audit

The Trust’s annual IGT audit was conducted in two parts this year, with the intent that
recommendations could be acted on in-year. Fifteen requirements were audited.

The interim report from the first part of the audit was reviewed by the Audit Committee in
January 2016, as part of TIAA’s overall progress report of their audits across multiple areas
of the Trust. The findings were used to improve assurance of the evidence used on the
fifteen audited requirements.

The draft report concluding the whole audit has not yet been made available to the Trust, but
the auditors’ recommendations for improved assurance were discussed informally and have
been adopted as far as practicable. The final report will be reviewed on receipt, and any
remaining recommendations which are accepted will be added to the information governance
work programme for 2016/17.

Next year

The approach for V14 of the toolkit in 2016-17 is intended to promote the IGT as a working
reference tool for individual requirement owners to use throughout the year. For some
requirements, the increased evidentiary structure used for V12 and V13 will allow for routine
updates early in the year2 with reduced administrative burden – although of course the
underlying business processes must continue to be operated in order to generate the
relevant evidence.

An action plan will be developed to assist the Trust to achieve its target of 95% compliance
with IG Training. Currently, the Trust offers both face to face and online IG training and
intends to heavily promote both during 2016-17. Non-compliant staff members will continue
to be contacted by the IG Team, with any non-responders being identified and
escalated to management level.

The Trust’s planned merger with Royal Surrey County Hospital is on hold, therefore, it is
difficult to predict the effect on the Trust’s information governance work programme and IGT
evidence in March 2017. If the merger goes ahead within the next financial year, it is unlikely
that the Trust will be able to avoid the significant time and resource pressures associated
with end-of-year submission, as the submission may then be required for a new organisation,

1
For 2014/15, 34% of acute trusts declared 82% and above, and 21% declared 85% and above. Local

acute scores were RSCH 67%, FPH 73%, SaSH 72%, EStH 72%. Source: IGTV12 - Acute
Ambulance Mental Health Trusts at 01-04-2015 - Published.xlsx;
https://nww.igt.hscic.gov.uk/Publications/IGToolkitScores
2

The Trust is required to make ‘Baseline’ and ‘Performance Update’ submissions each year by 31 Jul
and 31 Oct respectively, as well as the ‘Final’ submission by 31 Mar.



3

but individual requirement owners can prepare by ensuring that current Ashford & St Peter’s
processes are actively managed and evidenced on the IGT earlier in the year.

Information Governance Assurance Statement

Since Sep 2009, all organisations submitting an IGT assessment are required to accept the
national Information Governance Assurance Statement as part of the submission. The
statement sets out the Department of Health’s requirements for organisations accessing
HSCIC services.

The full statement is attached verbatim at Appendix 2, and has no material changes from
previous years’ versions accepted by the Trust.

Conclusion

With the exception of IG training, the Trust considers its information governance practices
represent robust compliance to the IGT overall which provides assurance against legal and
NHS requirements.

The Board is asked to approve the self-assessment as determined by the Trust’s internal
review process, and authorise submission to the Department of Health before 31 Mar 15,
including acceptance of the associated Information Governance Assurance Statement.

Submitted by: Simon Marshall
Director of Finance & Information

Date: 15 Mar 16
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Appendix 1

Information Governance Toolkit V13 requirements and target declarations

Req No Description Target

Information Governance Management

13-101 There is an adequate Information Governance Management Framework to
support the current and evolving Information Governance agenda

3

13-105 There are approved and comprehensive Information Governance Policies
with associated strategies and/or improvement plans

3

13-110 Formal contractual arrangements that include compliance with information
governance requirements, are in place with all contractors and support
organisations

2

13-111 Employment contracts which include compliance with information
governance standards are in place for all individuals carrying out work on
behalf of the organisation

3?

13-112 Information Governance awareness and mandatory training procedures
are in place and all staff are appropriately trained

1

Confidentiality and Data Protection Assurance

13-200 The Information Governance agenda is supported by adequate
confidentiality and data protection skills, knowledge and experience which
meet the organisation’s assessed needs

3

13-201 Staff are provided with clear guidance on keeping personal information
secure, on respecting the confidentiality of service users, and on the duty
to share information for care purposes

2

13-202 Personal information is shared for care but is only used in ways that do not
directly contribute to the delivery of care services where there is a lawful
basis to do so and objections to the disclosure of confidential personal
information are appropriately respected

2

13-203 Individuals are informed about the proposed uses of their personal
information

2

13-205 There are appropriate procedures for recognising and responding to
individuals’ requests for access to their personal data

2

13-206 There are appropriate confidentiality audit procedures to monitor access to
confidential personal information

3

13-207 Where required, protocols governing the routine sharing of personal
information have been agreed with other organisations

2

13-209 All person identifiable data processed outside of the UK complies with the
Data Protection Act 1998 and Department of Health guidelines

3

13-210 All new processes, services, information systems, and other relevant
information assets are developed and implemented in a secure and
structured manner, and comply with IG security accreditation, information
quality and confidentiality and data protection requirements

3

Information Security Assurance

13-300 The Information Governance agenda is supported by adequate information
security skills, knowledge and experience which meet the organisation’s
assessed needs

3
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13-301 A formal information security risk assessment and management
programme for key Information Assets has been documented,
implemented and reviewed

3

13-302 There are documented information security incident / event reporting and
management procedures that are accessible to all staff

3

13-303 There are established business processes and procedures that satisfy the
organisation’s obligations as a Registration Authority

2

13-304 Monitoring and enforcement processes are in place to ensure NHS
national application Smartcard users comply with the terms and conditions
of use

3

13-305 Operating and application information systems (under the organisation’s
control) support appropriate access control functionality and documented
and managed access rights are in place for all users of these systems

3

13-307 An effectively supported Senior Information Risk Owner takes ownership
of the organisation’s information risk policy and information risk
management strategy

3

13-308 All transfers of hardcopy and digital person identifiable and sensitive
information have been identified, mapped and risk assessed; technical and
organisational measures adequately secure these transfers

3

13-309 Business continuity plans are up to date and tested for all critical
information assets (data processing facilities, communications services
and data) and service - specific measures are in place

2

13-310 Procedures are in place to prevent information processing being
interrupted or disrupted through equipment failure, environmental hazard
or human error

2

13-311 Information Assets with computer components are capable of the rapid
detection, isolation and removal of malicious code and unauthorised
mobile code

3

13-313 Policy and procedures are in place to ensure that Information
Communication Technology (ICT) networks operate securely

2

13-314 Policy and procedures ensure that mobile computing and teleworking are
secure

2

13-323 All information assets that hold, or are, personal data are protected by
appropriate organisational and technical measures

2

13-324 The confidentiality of service user information is protected through use of
pseudonymisation and anonymisation techniques where appropriate

2

Clinical Information Assurance

13-400 The Information Governance agenda is supported by adequate information
quality and records management skills, knowledge and experience

3

13-401 There is consistent and comprehensive use of the NHS Number in line
with National Patient Safety Agency requirements

2

13-402 Procedures are in place to ensure the accuracy of service user information
on all systems and /or records that support the provision of care

3

13-404 A multi-professional audit of clinical records across all specialties has been
undertaken

2

13-406 Procedures are in place for monitoring the availability of paper health/care
records and tracing missing records

3

Secondary Use Assurance
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13-501 National data definitions, standards, values and validation programmes are
incorporated within key systems and local documentation is updated as
standards develop

2

13-502 External data quality reports are used for monitoring and improving data
quality

3

13-504 Documented procedures are in place for using both local and national
benchmarking to identify data quality issues and analyse trends in
information over time, ensuring that large changes are investigated and
explained

2

13-505 An audit of clinical coding, based on national standards, has been
undertaken by a Clinical Classifications Service (CCS) approved clinical
coding auditor within the last 12 months

2

13-506 A documented procedure and a regular audit cycle for accuracy checks on
service user data is in place

3

13-507 The Completeness and Validity check for data has been completed and
passed

3

13-508 Clinical/care staff are involved in validating information derived from the
recording of clinical/care activity

2

13-510 Training programmes for clinical coding staff entering coded clinical data
are comprehensive and conform to national clinical coding standards

3

Corporate Information Assurance

13-601 Documented and implemented procedures are in place for the effective
management of corporate records

2

13-603 Documented and publicly available procedures are in place to ensure
compliance with the Freedom of Information Act 2000

3

13-604 As part of the information lifecycle management strategy, an audit of
corporate records has been undertaken

2
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Appendix 2

Information Governance Assurance Statement for Organisations that use, or plan to
use HSCIC Services

Version 4, 10/06/2014

1. All organisations that have either direct or indirect access to HSCIC services1,
including N3, must complete an annual Information Governance Toolkit Assessment
and agree to the following additional terms and conditions. Where the Information
Governance Toolkit requirements are not met to an appropriate standard (minimum
level 2), an action plan for making the necessary improvements must be agreed with
the HSCIC External Information Governance team or with an alternative body
designated by the Department of Health (e.g. a commissioning organisation).

2. All organisations providing indirect access2 to HSCIC services for other organisations
(approved N3 link recipients), are required to provide the Department of Health, on
request, with details of all organisations that have been permitted access, the
business justification and the controls applied, and must maintain a local log of
organisations to which they have allowed access to N3. This log should be reviewed
regularly by the organisation and unnecessary access rights removed. The
Department of Health or an alternative body designated by the Department of Health
may request sight of these logs in order to facilitate or aid audit or investigations.

3. The approved N3 link recipient is responsible for their compliance with IG policies and
procedures and may request authorisation by the Department of Health to monitor
and enforce the compliance and conduct of subsidiary connected organisations and
suppliers to ensure that all key information governance requirements are met.

4. The use of HSCIC Services should be conducted to support NHS business activities
that contribute to the care of patients. Usage of individual services must be conducted
inline with those individual services requirements and acceptable use policies. The
use of HSCIC provided infrastructure or services for unauthorised advertising or other
non-healthcare related activity is expressly forbidden.

5. All threats or security events affecting or potentially affecting the security of HSCIC
provided infrastructure or services must be immediately reported via the HSCIC
incident reporting arrangements or via local security incident procedures where
applicable.

6. All infrastructure and connections to other systems and networks which are not
covered by an approved Information Governance Toolkit Assessment and agreement
to this IG Assurance Statement must be segregated or isolated from IGT covered
infrastructure and connections such that IGT covered infrastructure and connections,
or HSCIC Services are not put at risk. A Logical Connection Architecture diagram
must be maintained by network managers in accordance with HSCIC guidance and
must be provided for Department of Health review on request.

7. Organisations with access to HSCIC Services shall ensure that they meet the
requirements of the Department of Health policy on person identifiable data leaving
England, or being viewed from overseas. A copy of the Information Governance
Offshore Support Requirements applicable to those accessing HSCIC Services is
available on request or can be downloaded from
http://systems.hscic.gov.uk/infogov/igsoc/links/index_html. The agreement of the
Department to this limited support or exceptionally to more extensive processing must
be explicitly obtained.
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8. Where another network is connected to N3, only services that have been previously
considered and approved by the Department of Health as appropriate for that network
are permissible. Requests for new or changed services must be provided to the
Department for consideration.

9. Organisations may not create or establish any onward connections to the N3 Network
or HSCIC provided services from systems and networks which are not covered by an
approved Information Governance Toolkit Assessment and agreement to this IG
Assurance Statement.

10. The approved organisation shall allow the Department of Health, or its
representatives, to carry out ad-hoc on-site audits, and to review any/all evidence that
supports the Information Governance Toolkit Assessment, as necessary to confirm
compliance with these terms and conditions and with the standards set out in the
Information Governance Toolkit.

Information Governance Assurance Statement

I confirm that I have read, understood and agree to comply with the additional terms and
conditions that apply to organisations that have access to HSCIC services and acknowledge
that failure to maintain compliance may result in the withdrawal of HSCIC services.

1 HSCIC Services include the N3 network and other applications or services provided by
HSCIC, e.g. the NHS Spine Service, NHSmail, Choose and Book (and in future the NHS e-
Referral Service).

2 Access to the N3 network or HSCIC Services via another organisation or gateway


